Online Account Administrator
Quick Reference Guide

Adding and modifying users
in Employer OnLine is easy

Follow these simple steps UPMC HEAITH PLAN
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Online account administrator

If you are your company's primary contact for group

plan administration, you are the online account
administrator (OAA). As an OAA, you control who in your
company can access Employer OnLine and their
user-specific permissions. You also have full access to the
Enrollment, Billing, Reporting, and Our Products resource
tabs.

The OAA’s responsibilities include:

= Setting up new users through the Manage Portal
Logins page.

* Deactivating users through the Manage Portal
Logins page.

* Modifying existing users’ permissions.
* Determining permissions for each user.

* Coordinating use of Employer OnLine with the
account manager.

How to register for your Employer OnLine OAA account:

1. Contact your account manager to request access to
Employer OnLine. Your account manager will send
you an email with a request form.

2. Complete the request form. Once you have
submitted the form and it has been approved, you
will receive two emails. One will confirm your user
ID. The other will contain your temporary password.

3. Visit www.upmchealthplan.com and use your
temporary password to log in to Employer OnLine.

4. Change your password. Once you have logged in
to Employer OnlLine for the first time, change your
password. Just follow the prompts.

If you already have an Employer OnLine account and
should be your organization's OAA, contact your account
manager or account service manager.

Creating a new user

1. Once you log in to Employer OnLine as the OAA, you
can click on the Manage Portal Logins link under
Quick Links.

2. Toset up a new user, click on the link to Add User(s)
to Your Permission Group.

NOTE: If your company is an existing group and you log
in to Employer OnLine as the OAA for the first time, you
will need to search for and add existing users to your
grid. Otherwise, you will not be able to access the user's
account from the Manage Portal Logins screen.

Quick Links

Search Company Roster
Forms

Print ID Card for Member

Find a Doctor

Health Care Reform Info
UPMC Health Plan Website
UPMC Consumer Advantage
Contact Us

Manage Portal Logins

UPMC Health Plan’s
mobile app just
got better

A newly redesigned homepage puts
members’ health information right at
their fingertips.

View the latest flier:

Documents & Forms Employee Coverage
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Billing & Payment

Health & Productivity Our Products

Your Reports



3. To avoid having duplicate user accounts, search for -
S gcup . ' . UPMC HEALTH PLAN h 8 8 2 6
existing users before adding new ones. Here is how: Employer OnLine ome Gotact Userue Fedback oo

a. Click on Search and Add New Users

Last Login: Monday, July 2, 2018

Documents & Forms | Employee Coverage | Billing & Payment | Health & Productivity Your Reports Our Products

Home > Manage Portal Logins

Manage Portal Logins

Search for and manage existing user accounts within Employer OnLine or add new administrators to your existing user account from

T

Existing Admin User Accounts

Show | 10 records
LastName  FirstName UseriD Permissions Last Login Broker OAA Status
Billng Payment/Billing tab) 515/ ctive
Enroliment (Employee Coverage tab) View Only  0%/15/2018 325560 X bl
8illng (Payment/Billing tab)
Enraliment (Employee Coverage tab) Update 08/05/2009 219:19 P Active  Edit

b. Search for the users you want to add to your UPMC HEALTH PLAN A 2 8 o o

H Home Contact UserGuide Feedback Log Off
Employer OnLine

company's account (your permission group). You Wecome sack, s sazaz

Last Login: Monday, July 2, 2018

can search for more than one user at a time by beoitn & Proucviey |  YourRaports | Our poducs
clicking +Add User to Search. Click on Search. Homme > Hana Boral oot Saarch anc Ack Nev AdimiUsar Accounts
Manage Portal Logins

Search for the proposed account administrator(s) within the system through any search field o list all eligible EOL logins not currently
in your permission group, before creating a new user. This may take several minutes.

Search and Add New Admin User Accounts

Last Name. First Name User ID Email

Optional or | Optional or | Optional or | Optional

ST

i e UPMC HEALTH PLAN A B 8 > @
c. Click the box next to specific users, B BT Mome. Comact UssrGukde Fesdbick Log it

Welcome Back, ERIN BAZAZ

or you click the Select All box to choose
a” Of the uSerS On the page. C|iCk Add user to Documents & Forms | Employee Coverage | Billing & Payment Health & Productivity Your Reports

Home > Manage Portal Logins > Search and Add New Admin User Accounts

Account at the bOttom Of the Screen. Manage Portal Logins

Search for the proposed account administrator(s) within the system through any search field or list all eligible EOL logins not currently
in your permission group, before creating a new user. This may take several minutes.

Search and Add New Admin User Accounts

Last Name First Name User ID Email
test or | testoaa or  Optional or  Optional X
Last Name First Name User ID Email
test or | testec or  Optional or  Optional X

+ Add User to Search

Your Existing Admin User Accounts
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The users listed below already have Employer OnLine accounts. Select one or more users to manage their permissions. If the user you

want to add isn't listed, create an EOL account for them, for them.
show | 10 records

[ select All Last Name First Name user 1D Email Broker  Status
ALLENTEST TESTOAA x Active
Test TESTEC x Active

() |

. ft B -] [®) c3
d. Ifthe user you want to add does not appear in UPMC HEALTH PLAN e, P NGRS, SRR, L 58

Employer OnLine
‘Welcome Back, ERIN BAZAZ

the search, click on Create a new user account

for them_ Documents & Forms | Employee Coverage | Billing & Payment | Health & Productivity Your Reports Our Products

Home > Manage Portal Logins > Search and Add New Admin User Accounts

Manage Portal Logins

Search for the proposed account administrator(s) within the system through any search field or list all eligible EOL logins not currently
in your permission group, before creating a new user. This may take several minutes.

NOTE: If required information is not included on the User Search and Add Naw Adminlser Accoumts
Account Online Request Page, you will receive an error e -
message indicating that there are errors on the page.

Scroll through the form to view the error messages on the o et mcin e ot v osn st e s o 3>

fields that need to be completed.

+ Add User to Search

3 | UPMC Health Plan



User Account Online Request Page

4. Fill out the form on the User I A= 5 o

Account Online Request Page. Employer OnLine e

a. Select the permissions the s P e B s
user needs. NOTE: If you

Manage Portal Logins

would like more information
on permissions, see page 6.

Search or add new users for logins not currently in your permission group within Employer OnLine by Last Name, First Name, User ID or
Email. Note: This may take several minutes.

Add New Admin Details

b. Select the groups and
subgroups the user will
need to access.

5. Click the Submit button. When
you do, a temporary password
will be generated for the new
user. Only a password will be
generated. As the OAA, you need
to assign the user a user ID.

6. You will receive confirmation that
a new user account has been -
created OR an error message o
indicating that information is
missing. This information will pyo
appear on the screen. R

Create New User ID

/. Ifthe new account is successfully e et s
created, the user will receive an e
email containing a user ID.

Contirm User 1D

8. The user will receive a second
email with a temporary password. Select Permisions fo New Adesin

Standard access includes Homepage, Documents & Forms, Reporting, Health & Productivity and Our Products. For Stop Loss and ASO
Access, please contact your Account Manager.

Select access levels below: @

] Billing (Payment/Billing tab)
[ Enroliment (Employee Coverage tab) Update
7] Enroliment (Employee Coverage tab) View Only

] Enroliment (Employee Coverage tab) No Access
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Select Groups/Subgroups for Access

[] Select All Groups/Subgroups

9. The user will log in to Employer

OnLine with the user ID and
UPMC HEALTH PLAN f# B 8 2 ®
temporary paSSWOrd. . Home Contact User Guide Feedback Log Off
. Employer onLIne Welcome Back, ERIN BAZAZ
10. The user will be prompted to Lost Login:Mondey, July 2, 2018

Change the password Documents & Forms Employee Coverage ‘ Billing & Payment Health & Productivity Your Reports Our Products

11 . The user WI ” accept the A This page contains errors that must be fixed before you can proceed.
user agreement.

12. The user will be logged in to
Employer OnLine and have access
to the permissions that you
assigned to them.

4 | UPMC Health Plan
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Modifying an existing user

1. On the Manage Portal Logins screen, click
on Edit for a particular user.

User Account Online Request Page

2. You will be taken to the User Account
Online Request Page to update the user's
access permissions.

3. Hereyou can:

* Deactivate users.

* Reactivate users.

* Update permissions.

* Grant access to groups.

= Grant access to subgroups.
* Delete access to groups.

= Delete access to subgroups.

There can only be one OAA per employer
group. If the OAA changes at your company,
please contact your account manager.

A broker cannot be your company’s OAA;
however, a broker can have Employer OnLine
access. If your broker already has an Employer
OnlLine username, your OAA must add

your broker's username to your company's

permissions group. If your broker does not have
an Employer OnLine account, your OAA can
create one for your broker.

Brokers have full access to Employer OnLine
tabs but they do not have access to the
Manage Portal Logins screen.

For technical issues with your Employer
OnLine account, contact your account
manager.

5 | UPMC Health Plan
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- Home Contact UserGuide Feedback Log Off
Employer OnLine =

iy 2. 2018

Documents & Forms Employee Coverage Billing & Payment Health & Productivity Your Reports Our Products
Homa > Manage Portal Logins
Manage Portal Logins
Search for and manage existing user accounts within Employer OnLine or add new administrators to your existing user account from

this page.
Search and Add New Users

Existing Admin User Accounts

bt Mo 0 e onn s
UPMC HEALTH PLAN ft B g o @

. Home Contact UserGuide Feedback Log Off
Employer OnLine
‘Welcome Back,
Last Login

Documents & Forms | Employee Coverage | Billing & Payment | Health & Productivity Your Reports Our Products

Home > Manage Portal Logins > Search and Add New Admin User Accounts

v, July 1, 2018

Manage Portal Logins

Search or add new users for logins not currently in your permission group within Employer OnLine by Last Name, First Name, User ID or
Email. Note: This may take several minutes.

Modify Admin Details

Confirm Work Email

@ Active

() inactive

Create New User ID
Your user will receive an email with their new user ID and an email with a randomly-generated password, which they will be required to
change.

User 1D

Select Permissions for New Admin

Standard access includes Homepage, Documents & Forms, Reporting, Health & Productivity and Our Products. For Stop Loss and ASO.
Access, please contact your Account Manager.

Select access levels below: @

Billing (Payment/Billing tab)

[0 Enroliment (Employee Coverage tab) Update
Enrollment (Employee Coverage tab) View Only

[ Enroliment (Employee Coverage tab) No Access

Select Groups/Subgroups for Access

[7] Select All Groups/Subgroups




Permissions information

Billing (Payment and Billing tab)
Providing access to this section allows the user to:
* View and pay premium invoices.

* View and pay administrative services only (ASO)
claims invoices.

* View flexible spending account (FSA)
claims invoices.

* View health reimbursement arrangement (HRA)
claims invoices.

Enroliment (Employee Coverage tab),

View Only Access

Give view only access to users who have permission to:
* Search and download your company roster.

* View member and plan details (contract information).

Enroliment (Employee Coverage tab),
Update Access
Give update access to users who have permission to:
* View and update employee information.
* Order/Print ID cards.
* Modify coverage.
* Enroll new employees.
* Enroll new family members.

* Terminate/Reinstate coverage.
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* View change history.

* Search and download your company roster.

* View member and plan details (contract information).

6 | UPMC Health Plan



Notes

apIND 33Ua4343Y Y2INP | 103eISIUIWPY JUNOIIY dBUIUO

7 | UPMC Health Plan



Copyright 2018 UPMC Health Plan Inc. Al rights reserved.
UPMCHP OAA GUIDE 18CG304385 (MCG) 8/3/18 PDF

UPMC HEeAIlTH PLAN

U.S. Steel Tower, 600 Grant Street
Pittsburgh, PA 15219

www.upmchealthplan.com

iy



